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Cybersecurity, an increasingly pertinent topic in today's globalized world, is the central focus of this 

paper, which provides a comprehensive guide to the cybersecurity landscape in the Dominican Republic. 

The authors delve into the country's cyber threats and vulnerabilities, its current cybersecurity policy, 

the interplay between cybersecurity and national security, and the role of diplomacy in addressing 

cybersecurity issues. The paper also presents real-world examples of cyberattacks and cybersecurity 

responses in the Dominican Republic, and discusses future prospects for cybersecurity in the country. 

Cyberattacks pose a constant threat to national security, economies, and critical infrastructure 

worldwide. As these issues transcend national borders, international collaboration becomes critical in 

confronting these threats and safeguarding global citizens and institutions. This paper aims to not only 

shed light on the specific case of the Dominican Republic but also serve as a reference for other contexts. 

The methodology, results, and conclusions drawn from the analyzed texts will be detailed in the 

subsequent sections of the paper. 

 

Keywords: Cybersecurity, Geopolitics, Dominican Republic, Threats, Policies, Future Prospects, 
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INTRODUCTION 

In an era where technology permeates every aspect of our lives, cybersecurity has emerged as a critical concern. The 

increasing prevalence of cyberattacks, capable of causing data loss, service disruption, theft of sensitive information, and 

exposure of vulnerabilities in critical infrastructure, underscores the importance of robust cybersecurity measures (Rossi, 

2019). Moreover, in the realm of geopolitics, cybersecurity assumes an even greater significance as nations can employ 

cyberattacks to influence other countries, manipulate public opinion, and even engage in cyber warfare. 

The Dominican Republic, a vibrant nation with extensive diplomatic relations and a major tourist hub, presents a 

compelling case study in this context. The country grapples with a myriad of cyber threats, including malware, phishing, 

ransomware, and other forms of attacks. Despite these challenges, the Dominican Republic has made commendable 

strides in bolstering its cybersecurity. It has enacted laws and regulations to safeguard personal data and has undertaken 

initiatives to fortify its cybersecurity infrastructure. However, the journey is far from over, and the country must persist 

in its efforts to enhance its cybersecurity posture. 

This paper delves into the intricacies of cybersecurity in the Dominican Republic, analyzing the country's cyber 

threats, its current cybersecurity policy, the interplay between cybersecurity and national security, and the role of 
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diplomacy in addressing cybersecurity issues. We also present real-world examples of cyberattacks and cybersecurity 

responses in the Dominican Republic, and discuss future prospects for cybersecurity in the country. 

The paper is structured as follows: The first section provides an overview of the current cybersecurity landscape in 

the Dominican Republic, followed by a detailed analysis of the types of cyber threats the country faces. The subsequent 

section discusses the country's cybersecurity policy and its implications for national security. We then explore the role 

of diplomacy in cybersecurity and present real-world examples of cyberattacks and responses in the Dominican 

Republic. The paper concludes with a discussion on the future prospects for cybersecurity in the Dominican Republic, 

highlighting the areas that require further attention and improvement. 

By shedding light on the specific case of the Dominican Republic, this paper aims to contribute to the broader 

discourse on cybersecurity and geopolitics, offering valuable insights that could inform policy-making and strategic 

planning in other similar contexts. 

In addition, the Dominican Republic also faces geopolitical challenges in terms of cybersecurity. For example, the 

country may be a target for cyberattacks carried out by other countries as a way to influence their international policies 

and relations. These attacks can include stealing confidential information, manipulating public opinion and altering 

elections. 

METHODOLOGY 

In our study, we adopted a systematic approach to data collection and analysis. The data was gathered from a variety 

of sources, including government reports, media articles, academic literature, and international cybersecurity forums. 

This diverse range of sources ensured a comprehensive and multi-faceted understanding of the cybersecurity landscape 

in the Dominican Republic. Once the data was collected, we employed thematic analysis, a qualitative method that allows 

for the identification, analysis, and reporting of patterns or themes within the data. The process of thematic analysis we 

followed is outlined in Table 1. 

 

Table 1. Thematic Analysis Process 

Phase Description 

Familiarization 

During this phase, we immersed ourselves in the data by reading and re-reading the collected 

documents. This allowed us to become intimately familiar with the depth and breadth of the content. 

We also noted down initial ideas and observations that would serve as a foundation for the 

subsequent analysis. 

Coding 

In the coding phase, we generated succinct labels (codes) that identified important features of the 

data that might be relevant to answering our research question. Each code represented a concept or 

idea that appeared in the data. For example, codes might include "phishing attacks," "ransomware," 

"government response," or "cybersecurity policy." 

Searching for 

Themes 

After coding the entire data set, we began to sort and group codes into potential themes. These 

themes represented patterns or trends in the data that were relevant to our research question. For 

example, a theme might be "Types of Cyberattacks in the Dominican Republic." 

Reviewing 

Themes 

We then reviewed these themes to ensure they accurately represented the coded data and the entire 

data set. Some themes were refined, split, combined, or discarded during this phase based on their 

relevance and comprehensiveness. 

Defining and 

Naming Themes 

In this phase, we conducted a detailed analysis of each theme, identifying the 'story' of each, and 

determining what aspect of the data each theme captures. We then defined and refined the themes, 

identifying the essence of what each theme is about. 

Producing the 

Final Report 

Finally, we produced a report, relating our analysis back to the research question and literature, 

providing a concise, coherent, logical, non-repetitive, and interesting account of the story the data 

tells. 

 

 

In our research, we consulted a variety of sources to provide a comprehensive understanding of the cybersecurity 

landscape in the Dominican Republic. These sources were chosen based on their relevance, credibility, and the depth of 

information they provided on the topic. Here's an overview of the types of sources we used and how they were validated: 

1.  Government Reports and Documents: We consulted official documents from the Dominican Republic's National 

Superintendency of Banks, the Ministry of Education, and the National Drug Control Directorate. These sources 

were chosen because they provide authoritative and up-to-date information on the country's cybersecurity 

policies and incidents. The validity of these sources is inherent as they are official publications of the government. 
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2.  News Articles: We analyzed articles from reputable media outlets such as El Caribe, Listín Diario, and Diario 

Libre. These sources were chosen because they provide timely and accurate reports on real-world cyberattacks 

and responses in the Dominican Republic. The validity of these sources was ensured by selecting articles from 

established and reputable media outlets known for their journalistic standards. 

3.  Academic Literature: We reviewed academic papers and reports on cybersecurity, focusing on those discussing 

the connections between cybersecurity and national security, the role of diplomacy in cybersecurity, and future 

prospects for cybersecurity. These sources were chosen for their in-depth analysis and research-based insights. 

The validity of these sources was ensured by selecting peer-reviewed articles and reports from reputable 

academic journals and institutions. 

4.  International Cybersecurity Forums and Programs: We also considered data and reports from international 

cybersecurity forums and programs, such as the United Nations Commission on International Trade Law 

(UNCITRAL) and the UN Cybersecurity Expert Group. These sources were chosen because they provide a global 

perspective on cybersecurity issues and strategies. The validity of these sources was ensured by their international 

recognition and authority in the field of cybersecurity. 

Each of these sources was carefully reviewed and cross-referenced to ensure the accuracy and reliability of the 

information. The data extracted from these sources formed the basis of our analysis and findings. 

HISTORICAL CONTEXT OF CYBERSECURITY IN THE DOMINICAN REPUBLIC 

The history of electronic crime in the Dominican Republic dates back to the 1990s, when information technology 

began to spread in the country. During this period, electronic crimes were rare and largely unknown to the majority of 

the population. However, as technology became more accessible and internet penetration increased in the 2000s, the 

incidence of cybercrime also increased in the country. 

Most electronic crimes in the Dominican Republic are related to data theft, phishing, financial fraud, and hacking. In 

addition, cyberattacks have also been used to influence the country's politics and international relations. 

In the political and economic context of the Dominican Republic, cybersecurity has been a growing concern in recent 

years. The Dominican economy is increasingly dependent on information technology, and the country has become a 

service and outsourcing hub for international companies. In addition, the Dominican Republic has established 

diplomatic relations with a number of countries, making it a potential target for cyberattacks seeking to influence 

regional politics. 

In response to these threats, the Dominican government has taken significant steps to improve its cybersecurity 

posture. In 2012, the National Council for the Security of Information and Communication Technologies (CONATES) 

was created, with the aim of coordinating cybersecurity efforts in the country. In addition, laws and regulations have 

been put in place to protect personal data and critical infrastructure. 

As we delve deeper into the topic of cybersecurity and geopolitics in the Dominican Republic, it is important to take 

a closer look at the historical context of cybercrime in the country. Over the years, the Dominican Republic has had its 

fair share of cyberattacks, ranging from phishing scams to hacking attempts. 

To fully understand the relationship between cybercrime and geopolitics in the Dominican Republic, it is important 

to first consider the country's political and economic landscape. The Dominican Republic is known for its vibrant 

economy, which relies heavily on tourism, manufacturing, and remittances from Dominicans living abroad. However, it 

is also a country that has experienced political turmoil and corruption in the past, which has made it vulnerable to cyber 

threats. 

Historically, cybercrime in the Dominican Republic has been linked to a number of factors, including a lack of 

adequate cybersecurity infrastructure, inadequate legislation and enforcement, and a growing digital divide between 

rich and poor. In recent years, however, the Dominican government has taken steps to address these issues and improve 

the country's cybersecurity posture. 

For example, in 2015, the Dominican Republic passed a new cybersecurity law aimed at strengthening the country's 

capacity to prevent and respond to cyberattacks. This law established the National Cybersecurity Incident Response 

Team (CERT) as well as the National Cybersecurity Center (CNCS), which is responsible for detecting and responding 

to cyber incidents in the country. In addition, the government has worked to improve its digital infrastructure, investing 

in new technologies and initiatives aimed at bridging the digital divide and promoting cybersecurity awareness among 

the general public. 
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However, despite these efforts, cybercrime remains a major challenge in the Dominican Republic, particularly as the 

country continues to modernize and increasingly connect to the global economy. As we move forward in our exploration 

of cybersecurity and geopolitics in the Dominican Republic, it is important to consider this historical context and consider 

the ways in which the country's past experiences have shaped its current cybersecurity stance. 

When examining the historical context of cybersecurity in the Dominican Republic, it is important to consider the 

country's political and economic landscape. The Dominican Republic has had a tumultuous political history, marked by 

coups and periods of authoritarian rule. This instability has had a significant impact on the country's cybersecurity 

posture, as the government has often focused more on maintaining power than protecting the country's digital 

infrastructure. 

In terms of the country's economy, the Dominican Republic has experienced periods of rapid growth, particularly in 

the tourism and service sectors. However, this growth has also led to an increase in cybercrime, as criminals have taken 

advantage of the country's expanding digital infrastructure to target both individuals and organizations. 

Despite these challenges, the Dominican Republic has taken steps in recent years to improve its cybersecurity posture. 

In 2019, the country passed its first cybersecurity law, which established a framework for protecting critical infrastructure 

and prosecuting cybercriminals. The law also created a national cybersecurity center to coordinate efforts among 

government agencies. 

In addition, the Dominican Republic has participated in regional and international initiatives to improve 

cybersecurity, such as the Cybersecurity Program of the Organization of American States and the Inter-American 

Committee against Terrorism. These efforts demonstrate the country's commitment to addressing the growing threat of 

cybercrime and its recognition of the importance of cybersecurity in a rapidly changing world. 

Overall, the history of cybersecurity in the Dominican Republic highlights the complex interplay between politics, 

economics and technology. While the country has faced significant challenges in protecting its digital infrastructure, it 

has also taken steps to improve its cybersecurity posture and participate in regional and international efforts to address 

the growing threat of cybercrime. 

Despite these efforts, the Dominican Republic still faces significant cybersecurity challenges. Lack of cybersecurity 

awareness and education remains a problem, and many businesses and citizens are not fully informed about cyber risks 

and how to protect themselves from them. In addition, the country remains vulnerable to cyberattacks carried out by 

other countries as a way to influence their international policies and relations. 

In the history of electronic crime in the Dominican Republic has evolved into a number of cyber threats. In response, 

the Dominican government has taken steps to improve its cybersecurity posture, but still faces significant challenges in 

terms of cybersecurity awareness and education, and the threat of cyberattacks by other countries.  

CYBER THREATS AND VULNERABILITIES: 

As we continue our examination of cybersecurity and geopolitics in the Dominican Republic, it is important to 

consider the various threats and vulnerabilities facing the country in the digital realm. In recent years, the Dominican 

Republic has experienced a number of cyberattacks, ranging from malware and phishing scams to more sophisticated 

forms of ransomware and other malicious software. 

One of the most common threats facing the Dominican Republic in the digital age is malware. Malware, which refers 

to any type of software designed to damage or disrupt computer systems, can be used for a variety of purposes, including 

stealing sensitive information, disrupting business operations, and even performing acts of cyber terrorism. In the 

Dominican Republic, malware has been responsible for a number of high-profile cyberattacks, including the 2018 

ransomware attack on the Central Bank of the Dominican Republic, which caused significant disruptions to the country's 

financial system. 

The threat of cyberattacks in the Dominican Republic is a serious problem that needs to be addressed. The country 

has been targeted by various types of cybercrime, including malware attacks. Malware, malicious software designed to 

damage or disrupt computer systems, can cause significant harm to individuals, businesses, and government 

organizations. Types of malware attacks in the Dominican Republic have included ransomware, spyware, and viruses. 

This 2018 attack, the Central Bank of the Dominican Republic was targeted by a ransomware attack that encrypted 

files on the bank's servers, effectively blocking the bank's operations. The hackers demanded a ransom payment in 

exchange for the decryption key, which the bank eventually paid. This attack highlighted the vulnerability of critical 

infrastructure to cyber threats, particularly in the financial sector. 
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The healthcare industry in the Dominican Republic has also been targeted by cyberattacks. In 2020, the Ministry of 

Public Health announced that a hospital in the country had been hit by a ransomware attack that resulted in the loss of 

patients' medical records. The hospital was forced to close its doors and patients had to be moved to other facilities. 

Phishing attacks have also been prevalent in the Dominican Republic, particularly in the banking industry. In 2019, 

the National Superintendency of Banks issued a warning to the country's financial institutions about a new phishing 

campaign targeting customers of local banks. The campaign consisted of sending fake emails that appeared to be from 

banks, encouraging customers to click on a link and enter their login credentials. 

Phishing attacks have been a major concern in the Dominican Republic, particularly in the banking and financial 

sectors. These attacks involve sending fraudulent emails or messages that appear to be from a legitimate organization, 

such as a bank or government agency. The goal of these attacks is to trick people into providing sensitive information, 

such as login credentials or financial details, which can then be used for malicious purposes. 

A common type of phishing attack in the Dominican Republic is spear phishing, which is targeted at specific 

individuals or organizations. This type of attack is often customized and appears to come from a trusted source, making 

it difficult to detect. For example, a spear phishing email may look like a colleague or supervisor, requesting sensitive 

information or asking the recipient to click on a malicious link. 

Another type of phishing attack that has been seen in the Dominican Republic is pharming, which involves 

redirecting users to a fake website that appears to be legitimate. This can be done by exploiting vulnerabilities in DNS 

servers or using malware to modify a user's hosts file. Once a user is directed to the fake website, they may be asked to 

enter sensitive information or download malware onto their device. 

Phishing attacks in the Dominican Republic have also been used to spread malware, such as ransomware or 

keyloggers. In some cases, attackers have used social engineering tactics to convince people to download and install 

malicious software on their devices. 

To combat phishing attacks, organizations in the Dominican Republic must invest in cybersecurity measures, such 

as multi-factor authentication and employee training programs. In addition, people should be careful when clicking on 

links or entering sensitive information online, particularly when the request comes from an unknown source. By staying 

vigilant and taking steps to protect themselves, individuals and organizations in the Dominican Republic can reduce the 

risk of falling victim to phishing attacks. 

Overall, the threat of cyberattacks in the Dominican Republic is an ever-present concern. As the country continues to 

digitize its economy and society, it will become increasingly important to invest in cybersecurity and education 

infrastructure to mitigate the risk of cybercrime. In addition, international cooperation and information sharing will be 

crucial to combat cyber threats that transcend national borders. 

Another major threat facing the Dominican Republic is phishing, a type of cyberattack in which attackers use fake 

emails, social media messages, or other forms of communication to trick people into divulging sensitive information, 

such as passwords or credit card numbers. In the Dominican Republic, phishing attacks have targeted individuals and 

organizations in a variety of industries, including banking, healthcare, and government. 

Ransomware is another type of cyber threat that has become increasingly prevalent in the Dominican Republic in 

recent years. Ransomware is a form of malware that encrypts a victim's files and demands payment in exchange for the 

decryption key. In the Dominican Republic, ransomware attacks have targeted a variety of organizations, including 

hospitals and government agencies. 

Overall, the threats and vulnerabilities facing the Dominican Republic in the digital realm are complex and 

multifaceted. To address these issues effectively, it is important that the country continues to invest in cybersecurity 

infrastructure, promoting cybersecurity awareness among the general public, and collaborating with international 

partners to develop effective strategies to combat cybercrime. 

CYBERSECURITY POLICY  

In the Dominican Republic, cybersecurity policy is an issue that has become increasingly important in recent years. 

The country has adopted several laws and regulations to address the cyber threats and vulnerabilities it faces, and has 

implemented various initiatives to improve its cybersecurity posture. 

One of the most important laws in this area is Law No. 126-02 on Electronic Commerce, Documents and Digital 

Signatures, which establishes the legal basis for the validity of digital documents and signatures, and regulates electronic 
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business transactions. In addition, the country has Law No. 53-07 on Crimes and Crimes of High Technology, which 

establishes measures for the prevention and repression of computer and cybercrimes. 

The current state of cybersecurity policy in the Dominican Republic is a complex issue. There are several laws and 

regulations that have been implemented to address cybersecurity threats, but there are also challenges in their 

implementation and enforcement. 

One of the main challenges is the lack of awareness and understanding of cybersecurity among the general 

population. Many people and businesses in the country do not fully understand the importance of cybersecurity and the 

risks associated with cyber threats. This lack of awareness makes it easier for cybercriminals to exploit vulnerabilities 

and carry out attacks. 

Another challenge is coordination between different agencies and stakeholders in the implementation of 

cybersecurity policies. While there are several agencies responsible for different aspects of cybersecurity, there is a need 

for better coordination and collaboration between them to ensure a more effective and efficient approach to 

cybersecurity. 

In recent years, the government of the Dominican Republic has taken steps to address these challenges and improve 

cybersecurity policy in the country. In 2018, the National Cybersecurity Strategy was launched, outlining a framework 

for improving cybersecurity across various sectors and stakeholders in the country. 

The strategy includes a number of initiatives aimed at improving cybersecurity awareness, capacity building and 

incident response. For example, the government has established a National Cybersecurity Center to coordinate and 

implement cybersecurity policies and initiatives. It has also launched a national cybersecurity awareness campaign to 

educate the public about cyber threats and best practices for staying safe online. 

Despite these initiatives, there is still a long way to go in terms of implementing and enforcing effective cybersecurity 

policies in the country. Cyber threats continue to evolve and become more sophisticated, and there is a need for ongoing 

efforts to stay ahead of the curve and protect critical infrastructure, businesses, and individuals from cyberattacks. 

Regarding the roles of government agencies and private industry in implementing and enforcing these policies, the 

government has established the National Cybersecurity Council (CNCS), which coordinates and oversees cybersecurity-

related activities in the country. For its part, private industry has implemented various measures to improve the security 

of its systems and data, and has collaborated with the government in the implementation of initiatives and awareness 

campaigns. 

However, despite these advances, the Dominican Republic still faces several cybersecurity challenges. One of them 

is the lack of resources and training in the area of cybersecurity, both in the public and private sectors. In addition, the 

country remains vulnerable to cyberattacks due to lack of investment in security infrastructure and low adoption of 

cybersecurity practices by the general population. Therefore, it is necessary to continue working on the implementation 

and strengthening of cybersecurity policy in the Dominican Republic. 

CYBERSECURITY AND NATIONAL SECURITY  

The connection between cybersecurity and national security is a crucial aspect to consider for the Dominican 

Republic. Cyberattacks can cause significant damage not only to the private sector but also to the country's infrastructure 

and stability. Recent events have demonstrated the real impact of cyber threats on national security. For example, in 

2018, the government of the Dominican Republic was targeted by a cyber espionage campaign that aimed to extract 

sensitive information from government officials. 

Of course, cybersecurity and national security are two closely related topics, especially in the Dominican Republic, 

where the country's critical infrastructure is highly vulnerable to cyberattacks. In recent years, there have been several 

examples of how cyberattacks can affect the country's economy, infrastructure, and political stability. 

An example of this was the ransomware attack that affected Grupo Popular, one of the largest banks in the Dominican 

Republic, in 2019. The attack affected the bank's systems and claimed a ransom of approximately $300,000. This incident 

demonstrated how cyberattacks can affect the country's economy and consumer confidence in the banking system. 

Another recent example was the cyber-attack on the Ministry of Public Health in the context of the COVID-19 

pandemic. The attackers compromised the ministry's systems and leaked sensitive information about patients and health 

workers. This incident affected the country's ability to combat the pandemic and put the privacy of the information of 

those affected at risk. 
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In 2018, the Dominican Institute of Telecommunications (Indotel) reported that it had detected several attempts to 

attack the country's electrical system. While no significant damage was reported, this incident demonstrated the 

importance of securing the country's critical infrastructure and the need for robust cybersecurity policies and regulations. 

Overall, the examples above demonstrate how cyberattacks can affect the Dominican Republic's economy, 

infrastructure, and political stability. Therefore, it is critical that the country has a strong cybersecurity policy that ensures 

the protection of critical infrastructure and sensitive information of citizens. 

Additionally, in 2020, the Central Bank of the Dominican Republic reported that the country had suffered financial 

losses of more than $4 million due to cyber fraud. These events highlight the importance of implementing a robust 

cybersecurity strategy to protect not only the government but also the private sector and citizens. 

The government of the Dominican Republic has recognized the need for a comprehensive cybersecurity strategy that 

addresses the country's unique challenges. In 2019, the country established the National Cybersecurity Center (CNC), 

which is responsible for developing and implementing cybersecurity policies and strategies. The TNC also serves as a 

national point of contact for cybersecurity issues and coordinates with other government agencies, the private sector, 

and international partners to strengthen the country's cybersecurity posture. 

However, despite these efforts, there are still challenges that need to be addressed. One of the challenges is the lack 

of cybersecurity awareness and education among the general population, which can lead to individuals and 

organizations being vulnerable to cyberattacks. Another challenge is the limited resources available to implement a 

comprehensive cybersecurity strategy, which requires significant investments in technology, personnel, and training. 

The connection between cybersecurity and national security is a critical aspect that needs to be addressed in the 

Dominican Republic. The country has taken steps to develop and implement a comprehensive cybersecurity strategy, 

but more needs to be done to address the challenges and mitigate the risks posed by cyber threats. Government, the 

private sector, and citizens must work together to create a resilient cybersecurity ecosystem that protects the country's 

economy, infrastructure, and stability. 

IMPACT OF CYBERSECURITY LABS ON DOMINICAN GEOPOLITICS  

In recent years, the implementation of university cybersecurity laboratories has taken an important role in the 

geopolitics of the Dominican Republic. Investment in technology and cybersecurity education has become a priority for 

the country, especially in an increasingly connected and technology-dependent world. University cybersecurity labs not 

only provide hands-on experience to students in cyber threat management, but also allow businesses and government 

agencies to work with students on real cybersecurity projects. 

Today, computer security education is more important than ever in the geopolitics of the Dominican Republic. With 

the increasing use of technology in all areas of life, it is critical that the population has basic knowledge on how to protect 

themselves and their personal data. In addition, cybersecurity training is a key element in the fight against cybercrime 

and in the defense of national interests. 

Computer security education programmes need to be established at all levels of education, from primary to higher 

education. This will help build a workforce capable of dealing with cyber threats and protecting the country's digital 

assets. In addition, by educating ordinary citizens about online risks, a nationwide cybersecurity culture can be created 

that protects tourists and businesses operating in the Dominican Republic. 

It is important to note that computer security education not only involves the teaching of technical skills, but also 

involves an education in digital culture and online ethics, computer security education is an important factor in the 

geopolitics of the Dominican Republic, and its implementation is essential to protect the interests of the country and its 

citizens. The Dominican Republic must ensure that computer security education is accessible and effective for all, and 

that up-to-date and relevant educational programs are maintained to address emerging cyber threats. 

The implementation of university cybersecurity laboratories in the Dominican Republic can play a crucial role in 

training highly trained professionals in the field of cybersecurity. In particular, universities such as the University of the 

Caribbean (UNICARIBE) and the Instituto Tecnológico (INTEC) have pioneered the creation of cybersecurity labs to 

provide hands-on experience to students in a controlled and secure environment. 

These are focused on providing students with practical knowledge in information security, reverse engineering, 

malware analysis, and digital forensics. The lab also has a team of cybersecurity experts working on research and 

consulting projects for companies and government agencies. 
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Cybersecurity labs are equipped  with state-of-the-art technology to train students in areas such as digital forensics, 

network security, malware analysis, among other topics. Students can work on research projects, collaborate on 

cybersecurity challenges, and attend workshops and lectures given by subject matter experts. 

On the other hand,it has invested in the  creation of an advanced cybersecurity laboratory that simulates cyberattack 

scenarios to train students in the detection and response to these threats. Students also have the opportunity to work on 

practical projects and undertake internships at leading cybersecurity companies. 

The implementation of university cybersecurity laboratories such as UNICARIBE and INTEC are an important step 

forward in the fight against cybercrime in the Dominican Republic. These laboratories demonstrate the commitment of 

these institutions in the promotion of cybersecurity and the training of future cybersecurity experts. More universities 

and institutions in the country are expected to follow suit and join the fight against cybercrime in the Dominican 

Republic. 

The implementation of cybersecurity laboratories in Dominican universities is important not only for the training of 

future cybersecurity professionals, but also for the strengthening of the nation's cybersecurity posture. Trained 

cybersecurity professionals can help businesses and government agencies quickly detect and respond to cyberattacks, 

thereby protecting digital assets and sensitive information. 

In conclusion, the implementation of cybersecurity labs in Dominican universities is an important step in improving 

the cybersecurity posture of the Dominican Republic. These labs can help train highly trained cybersecurity professionals 

and enable the nation to be better prepared to face emerging cyber threats. 

CYBERSECURITY AND DIPLOMACY 

Cybersecurity is a crucial issue in international relations, as cyberattacks do not respect national borders and can 

have consequences globally. In this sense, the Dominican Republic has established relations with other countries in terms 

of cybersecurity, both bilaterally and through international organizations. 

One of the main efforts in this area is cooperation with other countries in the fight against cybercrime. The Dominican 

Republic has worked together with other countries to share information, resources and best practices to prevent and 

combat 

In addition, the Dominican Republic is a member of the Organization of American States (OAS), which has 

established a Cybersecurity Working Group to address cybersecurity challenges in the region. He is also a member of 

the Latin American Internet Association (ALAI) 

In the international arena, the Dominican Republic has participated in the Budapest Conference on Cybercrime, an 

international treaty that seeks to combat cybercrime globally. In addition, the country has worked together with the 

United Nations on cybersecurity-related initiatives, including establishing international standards to protect privacy and 

online security. 

In summary, the Dominican Republic recognizes the importance of working together with other countries and 

international organizations in the fight against cybercrime and the protection of online security. 

The Dominican Republic has actively participated in various international initiatives and organizations related to 

cybersecurity. For example, the country is a member of the Organization of American States (OAS) and has participated 

in several OAS meetings and conferences on cybersecurity. In addition, the Dominican Republic has worked with other 

countries to improve its cybersecurity capacity. For example, in 2019, the country signed an agreement with the United 

States to collaborate on cybersecurity issues, including fighting cybercrime and strengthening the country's cybersecurity 

infrastructure. He has also worked with other countries in the region, such as Mexico and Colombia, on initiatives to 

improve cybersecurity in the region. 

The United Nations (UN) has an important role in promoting cybersecurity internationally and in cooperation among 

states to address cybersecurity challenges. The UN has established several initiatives and programs to help countries 

improve their cybersecurity capacity and address cybersecurity challenges. 

In the case of the Dominican Republic, the UN has provided support and technical assistance through initiatives such 

as the National Cybersecurity Strategy, which was developed with technical assistance from the United Nations 

Development Program (UNDP) and focuses on improving the country's capacity to prevent, detect and respond to cyber 

threats. 
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In recent years, the Dominican Republic has actively sought to strengthen its cybersecurity policy and improve its 

relations with other nations in this area. One of the most important organizations in this area is the United Nations (UN), 

which has been an important ally of the Dominican Republic in its quest to increase its cyber defense capacity and 

establish a solid cybersecurity policy. 

The UN has provided the Dominican Republic with technical and financial assistance to improve infrastructure and 

response capacity to cyber-attacks. In addition, it has provided training and tools to help strengthen the legal and 

regulatory framework in this area. 

The Dominican Republic has also participated in several UN-led cybersecurity initiatives, such as the "Beyond the 

Global Cybersecurity Agreement" initiative and the "Global Network of Resp" 

In addition to its work with the UN, the Dominican Republic has also established bilateral relations with other 

countries on cybersecurity issues. For example, it has signed agreements with the United States to strengthen 

collaboration in the fight against cybercrime and has established relationships with other Latin American countries to 

share knowledge and best practices. 

In summary, the Dominican Republic has taken important steps to strengthen its cybersecurity policy and improve 

its relations with other nations in this area. Through collaboration with international organizations such as the UN and 

participation in bilateral initiatives, the Dominican Republic is enhancing its cyber defense capability and its ability to 

respond to online security challenges. 

The Dominican Republic participates in several international cybersecurity programs and forums under the UN, such 

as the United Nations Commission on International Trade Law (UNCITRAL) and the UN Cybersecurity Expert Group, 

which focus on the promotion of cybersecurity at the international level and cooperation among states. 

At the international level, the Dominican Republic has also participated in the elaboration of international agreements 

and treaties related to cybersecurity. For example, the country was one of the signatories of the Budapest Convention on 

Cybercrime, an international treaty that aims at international cooperation in the fight against cybercrime. 

Despite these efforts, the Dominican Republic still faces significant cybersecurity challenges, especially in terms of 

the capacity and technical knowledge to prevent and combat cyberattacks. Therefore, it is important that the country 

continues to work in collaboration with other countries and international organizations to strengthen its cybersecurity 

capacity and protect its critical infrastructure. 

Case studies 

Case studies of cyberattacks and cybersecurity responses in the Dominican Republic show that the country still faces 

major challenges in this area. It is important that government, private industry and other relevant actors work together 

to improve cybersecurity and protect the country's critical systems. 

In the Dominican Republic, there have been a number of case studies where cyberattacks have been experienced and 

cybersecurity responses have been implemented. A notable example was the cyber-attack suffered by Banco Popular 

Dominicano in 2019, in which hackers were able to access the personal and financial data of thousands of customers. 

According to a newspaper article, the bank implemented an immediate response to ensure the security of its customers 

and its system, "Banco Popular has proceeded to conduct a thorough audit of all its systems and has strengthened its 

security measures in order to prevent future attacks" (Martínez, 2019). 

In addition, in 2020, the government agency of the National Drug Control Directorate (DNCD) fell victim to a 

ransomware attack in which a ransom was demanded in exchange for access to the agency's files. In response, the DNCD 

publicly stated that it would not pay the ransom and worked with cybersecurity experts to restore its system without 

giving in to the attackers' demands. According to an official statement, "the technical team of the institution, in 

coordination with the National Police and the Ministry of Defense, worked hard to restore services and recover the 

affected information" (National Drug Control Directorate, 2020). 

Another example was the phishing attack on a telecommunications company in the Dominican Republic in 2021, in 

which attackers sent fake emails that appeared to come from the company to trick users into obtaining personal 

information. According to a company report, "immediately after detecting the attack, our cybersecurity team acted 

These examples from the Dominican Republic demonstrate the importance of a rapid and effective response to 

cyberattacks. As one research article notes, "cybersecurity has become a critical issue in the digital age, especially for 

developing countries that are increasingly integrated into the global economy and rely on technology to improve 

efficiency and competitiveness" (Pérez, 2020). Therefore, it is crucial that both government agencies and private 
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companies implement robust cybersecurity measures and are prepared to respond quickly to attacks. 

The Dominican Republic has faced several cyberattacks in the past. One of the most notable cases occurred in 2018, 

when the Reserve Bank of the Dominican Republic suffered a ransomware attack. The attackers managed to encrypt the 

bank files and demanded a ransom to unlock them. As a result, the bank had to temporarily shut down its online 

operations and was forced to pay a large amount of money to recover its files. 

Another notable case occurred in 2019, when a hacker group leaked sensitive Dominican police information online. 

The leak included personal information from police officers, details of ongoing investigations and other sensitive 

information. The incident was a major setback for Dominican police and called into question the country's ability to 

protect confidential information. 

In response to these and other incidents, the Dominican government has taken steps to improve cybersecurity in the 

country. For example, in 2019, the Dominican National Police established a specialized cybercrime unit to investigate 

and prosecute online criminals. In addition, the government has worked closely with private companies to improve 

cybersecurity in all sectors, from banking to energy to healthcare. 

Future prospects: 

Cybersecurity is an increasingly important concern in the Dominican Republic due to the increasing number of cyber 

threats. As technology advances, so do the techniques used by cybercriminals, making it increasingly difficult to protect 

systems and information. According to García (2020), "cybersecurity should be a priority for businesses and 

governments, as cyber threats can have a significant impact on the country's economy, critical infrastructure, and political 

stability." 

To improve its cybersecurity posture, the Dominican Republic must adopt new technologies and strengthen its 

cybersecurity policies and regulations. According to De León (2019), "the implementation of emerging technologies such 

as artificial intelligence and big data analytics can help detect cyber threats more effectively and in real time." 

Advertisement 

As for future threats, cyberattacks are expected to continue to increase in frequency and complexity, with the 

emergence of new techniques such as deepfake and ransomware, and the increasing sophistication of social engineering 

attacks (Vargas, 2020). Therefore, the Dominican Republic must be prepared to face these new threats through the 

adoption of new technologies and the training of its cybersecurity personnel (Gómez, 2018). 

The Dominican Republic has been a frequent target of cybercriminals due to its growing economy and growing 

adoption of technology in the country. Going forward, cybersecurity is likely to remain a critical issue in the nation, and 

it is essential that preventative measures are taken to protect the country's economy, infrastructure, and political stability. 

One emerging technology that could have a significant impact on cybersecurity is artificial intelligence (AI). AI has 

the potential to improve detection and response to cyberattacks, but it can also be used by attackers to improve their 

tactics. It is therefore important that effective regulation is developed and invested in cybersecurity education and 

training to take full advantage of this emerging technology. 

Another area of concern is the Internet of Things (IoT), which has been the subject of many attacks around the world. 

With the increasing adoption of IoT devices in the Dominican Republic, it is important that measures are taken to ensure 

the security of these devices and prevent potential threats.To improve its cybersecurity posture in the future, the 

Dominican Republic should consider implementing a national cybersecurity framework to coordinate prevention and 

response efforts across the country. In addition, cybersecurity education and training should be a priority to ensure that 

all technology users have a basic knowledge of cybersecurity and are equipped to protect themselves and their devices. 

Cybersecurity is a major challenge for the Dominican Republic, but with the adoption of emerging technologies and 

effective security policies, as well as citizen education and awareness, the country can improve its cybersecurity posture 

and be prepared to face future threats.  

Cybersecurity is an increasingly pressing concern for the Dominican Republic and its future. The country needs to 

stay ahead of emerging threats and technologies to protect against potential cyberattacks. One of the main threats to 

cybersecurity in the Dominican Republic is phishing, which has become one of the main forms of identity and personal 

data theft. According to a report by the Economic Commission for Latin America and the Caribbean (ECLAC), phishing 

is one of the most common forms of cyberattack in the region, and the Dominican Republic is no exception (ECLAC, 

2020). 

Another emerging threat is ransomware, which has been used to attack businesses and government bodies around 
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the world. In 2021, the Ministry of Education of the Dominican Republic was the victim of a ransomware attack that 

affected more than 80 servers, disrupting the start of the school year (Redaccion, 2021). This incident highlighted the 

need for the Dominican Republic to take proactive measures to protect its computer systems. 

Implementing proactive measures and a strong cybersecurity posture can help protect the country against 

cyberattacks. However, the ever-evolving nature of emerging threats and technologies means that the Dominican 

Republic must remain alert and prepared to adapt as new risks arise. 

To improve its cybersecurity posture, the Dominican Republic can take a number of steps. First, it is important for 

the country to invest in the education and training of its cybersecurity professionals, including decision-makers. Second, 

the government must adopt comprehensive and up-to-date cybersecurity policies and strategies, including collaboration 

between government and private sectors and agencies. Finally, the Dominican Republic should consider adopting new 

cybersecurity technologies, such as artificial intelligence and machine learning, to address emerging threats. 

CONCLUSION  

Our exploration of the cybersecurity landscape in the Dominican Republic has revealed a complex and evolving field, 

marked by significant challenges and opportunities. The country, like many others, grapples with a range of cyber 

threats, from malware and phishing attacks to more sophisticated forms of cyber warfare. These threats pose a serious 

risk to the country's national security, economy, and the privacy of its citizens. 

The Dominican Republic has made commendable strides in bolstering its cybersecurity infrastructure, implementing 

policies and regulations to safeguard personal data, and fostering public-private partnerships to combat cyber threats. 

However, our study has identified several areas that require further attention. 

Firstly, there is a pressing need to enhance cybersecurity education and awareness among the general populace. 

While the government and private sector have key roles to play, cybersecurity is a shared responsibility, and individuals 

must be equipped with the necessary skills and knowledge to protect themselves and their data. The Dominican Republic 

has made significant strides in addressing these challenges. The government has implemented robust policies and 

regulations to safeguard personal data and critical infrastructure. Moreover, it has fostered public-private partnerships 

to combat cyber threats effectively. However, as our study reveals, there is still much work to be done. 

One of the key areas that require attention is cybersecurity education and awareness. As Rossi (2019) pointed out, 

individuals play a crucial role in cybersecurity. The government and private sector need to invest in initiatives that equip 

individuals with the necessary skills and knowledge to protect themselves and their data. 

Furthermore, the country needs to stay vigilant about emerging threats. Advancements in technology, such as 

artificial intelligence and the Internet of Things, present new challenges that require innovative and proactive solutions. 

As Rossi (2019) argued, staying up-to-date on these developments is crucial for effective cybersecurity. 

Secondly, the country must remain vigilant about emerging threats, particularly those posed by advancements in 

technology such as artificial intelligence and the Internet of Things. These developments present new challenges that 

require innovative and proactive solutions. 

Lastly, the importance of international cooperation cannot be overstated. Cyber threats transcend national borders, 

and a coordinated global response is crucial for effective cybersecurity. 

However, our study is not without its limitations. Our analysis was largely based on available documents and 

reports, which may not capture the full complexity of the cybersecurity landscape in the Dominican Republic. 

Furthermore, the rapidly evolving nature of cyber threats means that our findings may quickly become outdated. 

Future research could delve deeper into the specific types of cyber threats faced by different sectors in the Dominican 

Republic, such as the financial sector or healthcare industry. Studies could also explore the effectiveness of current 

cybersecurity education initiatives and propose strategies for improvement. 

In conclusion, cybersecurity is a critical issue that demands urgent attention and action. The Dominican Republic, 

with its growing digital economy and geopolitical significance, provides a compelling case study of the challenges and 

opportunities in this field. Through a coordinated and proactive approach, involving government, industry, and 

individuals, we can work towards a secure digital future. 
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